
the rising risks of payment card security breaches—are you properly protected?
background
compliance

If you accept, capture, store, transmit or process credit or debit card data, payment card data security standards apply to 
you—and compliance is your responsibility. The Payment Card Industry (PCI) Data Security Standard secures cardholder 
data that is stored, processed or transmitted by merchants and other organizations. The standard is managed by the PCI 
Security Standards Council. Compliance, though, is up to the merchants, banks, hotels, restaurants and retail stores.  

statistics

While the number of data breaches in 2018 dropped 23% from 2017, the number of sensitive records exposed skyrocketed 
to 446.5 million from 197.6 million—a 126% jump. Actually, the total number of records exposed is probably higher, given 
that only half of reported breaches disclose the number. (Identity Theft Resource Center figures)
Hospitality companies are at the top of the highest-growth-in-security-breaches list for 2018: across all industries, 
hospitality ranks third. Why? Because these losses are not accidents. Financial and ideological motives still account for 
89% of the attacks.  

problems
policies

Many hospitality firms still don’t have privacy (aka cyber) insurance policies. And a significant number of those who have 
them don’t have the right coverage and limits. These types of policies aren’t off-the-shelf panaceas; making sure privacy 
policies provide proper protection requires specialized knowledge and care in placement, which most general brokers 
don’t offer. 

coverage

Privacy insurance policies vary greatly in coverage, claims handling and ancillary services. To avoid problems, hospitality 
firms and their brokers need to be judicious in their purchases.  

limits

Most firms underinsure for privacy exposures, so actual losses often go beyond the limits of insurance. For example, if you 
experience a breach of $250 million but have only $100 million in insurance receivables, you‘ll end up with an uninsured 
loss of $150 million. Although opportunity losses usually aren’t insurable, there are privacy policies that will indemnify lost 
revenues.

outsourcing

To minimize risk, firms often ousource card processing to payment vendors. This presents significant risks:
1| Although outsourcing transfers a major risk to firms that specialize in it, outsourcing does not let you off the 

financial hook. Your company will still be held responsible, because the customers did business with you, not with 
the vendor.

2| Per your contract, your vendor will not indemnify you or make you an additional insured on their insurance policy. 
3| Your vendor agreement often allows Master Service Agreement (MSA) vendors to pass through PCI fines and 

assessments. 
Case in point: A 2014 breach of 44 restaurants led an insurer to pay $1.7 million for breach costs. The 
acquiring bank and vendor then passed through a $1.9 million PCI fine. The general liability and privacy 
insurers both declined to pay, so the restaurant chain sued the insurers and lost with both. Why? The restaurant 
chain had purchased a policy without PCI coverage. 

solutions
Make sure you have an experienced privacy insurance specialist in your corner to help you

1| evaluate your MSAs and vendor indemnities
2| become an additional insured on your provider’s insurance program (where possible)
3| backstop the loss exposure with insurance
4| place full-limit coverage for PCI fines and assessments

get in touch
Our risk management masters would love to explore how we can make a difference for you and your business— 
call 800 851 3237 or email info@fourniergroup.net.
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